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MDM PLATEFORM

Intune
Intune is from Microsoft. It combines various Microsoft Azure security and identity management solutions for an updated
portal experience although it still contains legacy admin functions. It lets you define a mobile management strategy that fits
the needs of your organization and apply flexible mobile device and app management controls, allowing your employees to
work with the devices and apps they choose while protecting your company information.
UMobile device and app management »
UAdvanced Microsoft Office 365 data protection
Qintegrated PC management
UlIntegrated on-premises management
Uldentity and access management
Uinformation protection

Uldentity-driven security




MDM PLATEFORM

IBM MaaS360

IBM MaaS360 with Watson is offered as a mobile device management solution for your business. It gives you visibility and
control of iI0S, macOS, Android, and Windows devices through an intuitive portal that enables you to get the most out of
MDM without the hassle and complexity. It lets you take advantage of seamless over-the-air (OTA) device enrollment so you
can begin managing your devices quickly and easily with no hardware to install. Mobile device and app management
UPowered by Watson engine

UProvides secure container to store corporate content

UMultiple OS and platform security A
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USupports ruggedized Android devices and apps

U Supports Windows 10 to Windows 7 legacy PCs
IBM MaaS360
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MDM PLATEFORM

Cisco Meraki

Cisco Meraki provides unified management of mobile devices, Macs, PCs, and the entire network from a centralized
dashboard. It gives you the means to enforce device security policies, deploy software and apps, and perform remote, live
troubleshooting on thousands of managed devices. Furthermore, the unified multi-device management platform provides
OTA centralized management, diagnostics, and monitoring for the mobile devices managed by your organization.

UScalable endpoint configuration

UOn-device content management

USecure support for BYOD initiatives
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MDM PLATEFORM

AirWatch

AirWatch MDM is a product of VMware, a leading technology solutions provider. It is a device lifecycle management
software that enables IT people to configure, manage, and support mobile devices in-house and remotely. With the MDM
solution, waiting time for configuration is reduced, as it provides easy onboarding and quick configuration of settings.
Coupled with its easy-to-use architecture, it enables organizations to provision programs in bulk.

UQuick configuration

UOpen architecture and scalable system
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UFlexible integration
UAutomatic upgrades and same-day support
UDevice-level encryption

QOReal-time MDM deployment airwatch

vmware



MDM PLATEFORM

SAP

USAP Mobile Secure lets you move beyond MDM with an enterprise mobility management (EMM) solution in the
cloud, enabling you to protect and manage your company’s mobile devices and apps. The cloud-based EMM platform
offers integrated tools for MDM, BYOD security, mobile application management (MAM), and more. You can manage
mobile device security from one SaaS platform and even set up your own enterprise app store. With SAP Mobile
Secure you get to secure your organization and employees’ mobile devices and apps without compromising the user
experience.

UMobile device and app management

UPolicy compliance

USimple self-service

UEnterprise app store

UStreamline app deployment and customization

UFrictionless mobile user experience

Pending Enrollments




MDM PLATEFORM

Trend Micro Mobile Security

Trend Micro Mobile Security offers a mobile security solution to let you stay safe no matter where you are and what you do.
It is built to support Windows, Android and iOS devices, keeping them protected against loss, data theft, viruses, and other
online threats. It also guards against phishing scams, identity theft, and fraudulent websites, and enables browsing without
being tracked to safeguard your privacy on social media.

UProtection against web threats

UPassword manager to handle site logins

) Products  FreeTools  loT Security inteliigence

products > Mobile Security v

USystem tune-up

. ) ] ) Trend Micro ~ Mobile Security for iOS
UPrivacy protection on social media

USmart protection network

Download free

UMobile app reputation technology




MDM PLATEFORM

XenMobile

QUnified endpoint management

UMobile device, app, and content management

CiTRIX

QSecure network gateway XenMobile

UEnterprise-grade mobile productivity apps

U Office 365 integration

YT

OMobile control hub _—— — —

Manage Engine Mobile Device Manager Plus

==

UDevice enroliment
UApp, email, and profile management
URemote troubleshooting

Mobile Device Manager Plus

USecurity, asset, and content management

App Summary

URemote troubleshooting

UAudit and reports

YT




MCQ

11. Which of the following is not a sniffing tool?

a) Wireshark
b) Dude Sniffer
c) Maltego

d) Look@LAN

12. A sniffer, on the whole turns your system’s NIC to the

licentious mode so that it can listen to all your data
transmitted on its division.

a) True

b) False

13.A on the whole turns your system’s NIC

to the licentious mode so that it can listen to all your data
transmitted on its division.

a) Phishing site

b) Sniffer tool

c) Password cracker

d) NIC cracker

14.1In sniffing, the network traffic is not

only supervised & locked but also be can be altered
in different ways to accomplish the attack.

a) passive

b) signal

c) network

d) active

are those devices which can

be plugged into your network at the hardware level &
it can monitor traffic.

a) Hardware sniffers & analyzers

b) Hardware protocol analyzers

¢) Hardware protocol sniffers

d) Hardware traffic sniffers and observers
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