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Cyber crimes under International law

International cybercrime conventions
African Union Convention on Cyberspace Security and Personal Data Protection

Council of Europe Convention on Cybercrime (also known as the Budapest Convention on

Cybercrime)

Model cybercrime law

CW Model Law — Model Law on Computer and Computer-related Crime

SADC Model Law — SADC Model Law on Computer Crime and Cybercrime

HIPCAR — Harmonization of ICT Policies, Legislation and Regulatory Procedures in the
Caribbeans (Cybercrime/e-Crimes)

ITU — International Telecommunications Union Cybercrime Legislation Resources — |

TU Toolkit for Cybercrime Legislation

Some specific cybercrime law

Africa

Botswana — Chapter 08:06 (Cybercrime and Computer- related Crimes)

South Africa

Cybercrimes Act 2021 — South Africa (South Africa signed the Budapest Convention in
2001)

National Cybersecurity Policy Framework (‘NCPF’)

Tanzania — Cybercrimes Act, 2015

The Americas

The United States of America

Cybersecurity Information Sharing Act (CISA)

United States Code

Framework for Improving Critical Infrastructure Cybersecurity Version 1.1

Brazil’s Internet Act stipulates that connection and application providers must comply
with certain security standards when storing personal data and private communications.

Canada

The Personal Information Protection and Electronic Documents Act, SC 2000 ¢ 5
(‘PIPEDA®) is a privacy statute, but establishes two central cybersecurity obligations for
private sector organisations in Canada. The PIPEDA requires organisations to notify the
regulator and affected individuals of certain cybersecurity incidents, and adopt
appropriate security safeguards.


https://laws-lois.justice.gc.ca/PDF/P-8.6.pdf
https://www.federalregister.gov/documents/2021/12/09/2021-25736/standards-for-safeguarding-customer-information
http://uscode.house.gov/
https://www.congress.gov/bill/114th-congress/senate-bill/754/text
https://www.itu.int/osg/spu/cybersecurity/contributions/Tanzania_Ulanga_paper.pdf
https://www.gov.za/sites/default/files/gcis_document/201512/39475gon609.pdf
https://www.michalsons.com/focus-areas/cybercrime-law/cybercrimes-bill-south-africa
https://www.bocra.org.bw/sites/default/files/documents/18%20Act%2029-06-2018%20Cybercrime%20and%20Computer%20Related%20Crimes.pdf
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPCAR/Pages/default.aspx
http://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPCAR/Pages/default.aspx
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/SADC%20Model%20Law%20Cybercrime.pdf
http://conventions.coe.int/Treaty/EN/Treaties/Html/185.htm
https://www.au.int/en/treaties/african-union-convention-cyber-security-and-personal-data-protection

Criminal Code of Canada

Asia-Pacific

Australia

Privacy Principles (‘APPs‘) under the Privacy Act 1988 contain information security
obligations.

Criminal Code Act 1995 Australia

Cybercrime Act 2001 Australia

Brunei Darussalam has the Computer Misuse Act, 2007

China has two main laws governing cybercrimes:
the Cybersecurity Law 2016, and

the Data Security Law of the People’s Republic of China which came into effect in
September 2021.

India has two laws that recognise the importance of cybersecurity:

The Information Technology Act, 2000, and specific rules, like the Information
Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data
or Information) Rules, 2011.

Japan’s Basic Act on Cybersecurity is the central law governing cybersecurity.

Malaysia has the Computer Crimes Act

Philippines has the Cybercrime Prevention Act of 2012

Thailand has the Act on Computer Crimes

New Zealand’s main information cybersecurity obligations are contained in Information
Privacy Principle 5 under the Privacy Act 2020. The Crimes Act,1961 also contains
provisions relating to cybercrimes.

Europe

Network and Information Security Directive

France — Criminal Code

UK — Computer Misuse Act, 2013

The Middle East

Israel has several laws and regulations covering various aspects of cybersecurity such as:
the Protection of Privacy Law

The Protection of Privacy Regulations (Data Security) (translated version)

Jordan’s laws are available in Arabic only:



https://www.gov.il/BlobFolder/legalinfo/data_security_regulation/en/PROTECTION%20OF%20PRIVACY%20REGULATIONS.pdf
https://www.gov.il/BlobFolder/legalinfo/legislation/en/ProtectionofPrivacyLaw57411981unofficialtranslatio.pdf
http://www.legislationline.org/documents/section/criminal-codes/country/30
https://www.michalsons.com/blog/eu-cybersecurity-rules/18090
http://www.legislation.govt.nz/act/public/1961/0043/latest/DLM327382.html
https://www.legislation.govt.nz/act/public/2020/0031/latest/whole.html#LMS23223
https://www.samuiforsale.com/law-texts/computer-crime-act.html
https://en.wikipedia.org/wiki/Cybercrime_Prevention_Act_of_2012
http://www.jtu.sabah.gov.my/publication/data/Pub-Images/Content/Computer%20Crimes%20Act%201997.pdf
https://www.wipo.int/edocs/lexdocs/laws/en/in/in098en.pdf
https://hyderabadpolice.gov.in/acts/ITAct2000-2008(amendment).pdf
http://www.npc.gov.cn/englishnpc/c23934/202112/1abd8829788946ecab270e469b13c39c.shtml
http://chinalawtranslate.com/cybersecuritylaw/?lang=en
http://www.agc.gov.bn/AGC%20Images/LOB/pdf/Computer%20Misuse.pdf
https://www.comlaw.gov.au/Details/C2004A00937
https://www.legislation.gov.au/Details/C2015C00601
https://www.oaic.gov.au/privacy/australian-privacy-principles
http://laws-lois.justice.gc.ca/eng/acts/c-46/

The Cybersecurity Law No. 16 of 2019

The Cybercrime Law No. 27 of 2015

Saudi Arabia has the Law on the Use of Information Communications Technology in
Government Agencies (in Arabic only)



